“Serving Those Who Serve
Our Country™

FYT...the following message is being distributed at the request of the Department of the
Army:

Subject: Situational Awareness: Google Play App (CAC Scan)

Importance: High Description: An Application named CAC Scan has been released
and is available in the Google Play store.

Details: Android App is designed to scan the bar code on the front of a Military CAC.
Impact: CAC Scan is an Android application that scans the barcode on a CAC card
and decodes that information. The information that the App is able to retrieve from the
CAC card includes the ID type, social security number, EDIPI, first name, last name,
middle initial, and rank. According to the google play store this application has been
downloaded 100-500 times and was last updated on April 20th, 2016.

UPDATE: The Army Counter-Intel folks are working with the creators to remove the
application.

Interim Solution: Do not download and do not use this application. Ensure that your
CAC is with at all times and stored in a secured location when not in use.
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